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Preventing Cyber Attacks Has Never Been Easier
OPAQ Endpoint Protect
When is cyber security insurance not enough? For many small/
medium-sized businesses, implementing and managing cyber
security controls is overwhelming. Buying, deploying, configuring,
monitoring and managing even a handful of security hardware and
software tools is complex and expensive. OPAQ Endpoint Protect
solves these challenges. Reduce your company’s risk and move
from a collection of point products to a confident risk management
posture. OPAQ’s cloud-based “firewall anywhere” protection is
affordable, flexible, and simple to manage – it’s the easy button for
cyber risk management.

Always-On Network Security Follows Users Wherever
They Go – From the Cloud
The Easy Button for Enterprise-Grade Cyber Risk Management
Today’s workplace is no longer confined by walls. Your users are connecting to your network remotely – from the home,
airport, hotel, coffee shop, and many other places. Anti-virus/malware protection alone is only partially effective, and
firewalls are not properly located in order to provide protection for remote users who are directly accessing cloud
applications and sensitive corporate data.
OPAQ Endpoint Protect prevents attacks and reduces risk by providing intelligence-led protection that secures all
network traffic all of the time using Palo Alto Networks Next-Generation Firewalls deployed in the OPAQ Cloud. Alwayson protection secures users and devices by ensuring devices are always connected to clean pipes with strong security
controls. All network traffic – not just web traffic – to and from the user device traverses OPAQ’s highly performant and
reliable network. This easy button for enterprise-grade security is enabled with a simple agent download and is centrally
managed through a single cloud console. Features include:
•

Network intrusion prevention and detection (IPS/IDS)

•

Network anti-virus/malware/spyware

•

External IP inspection and filtering

•

URL inspection and filtering

•

Zero-Day protection

•

Direct peering with all major cloud providers (AWS,
Azure, Google, etc.)

•

Direct peering with more than 180 content and Internet
service providers

•

Upstream transit capacity in excess of 15Gbps

R

C Y B E R O N : P R OT E C T

Why OPAQ Endpoint Protect?
•
•
•

Advanced – powerful, always-on Next-Generation Firewall capabilities using Palo Alto Networks NGFW in the
OPAQ Cloud prevents cyber attacks and reduces risk
Affordable – predictable per-user monthly rate; no need to invest in expensive, complex security infrastructure
Simple – zero configuration; a quick 5-minute download of the OPAQ Endpoint Protect agent enables you to
centrally manage users and devices from the OPAQ cloud console

OPAQ Endpoint Protect is just one of OPAQ’s security-as-a-service solutions. It is powering the “Protect Your Assets” service that is
offered by PSA Financial as part of its cyber risk management program.

About the OPAQ Cloud
OPAQ is the premier network security cloud company. The OPAQ Cloud empowers midsize enterprises with Fortune
100-grade security-as-a-service on a fully encrypted software-defined network optimized for speed and performance.
With OPAQ, service providers and their midsize enterprises are equipped with a simplified ability to centrally monitor security
performance and compliance maturity, generate reports, manage security infrastructure, and enforce policies – all through a
single cloud console.

About PSA Financial
PSA is the region’s leading independent insurance brokerage and risk management firm, providing employee benefits, risk
management and personal insurance solutions. We’ve been assisting clients in growing and protecting their assets since
1928. With our vast knowledge, experience and resources, we can provide national-caliber capabilities with local service. To
learn more, visit www.psafinancial.com/cyber-protection.
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